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An Innocent Mistake or 
Intentional Deceit?
How ICD-10 is blurring the line 
in Healthcare Fraud Detection
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ICD-10’s impact will reach far beyond the October 2014 deadline. 
As providers and payors work through coding productivity drops, 
significant fluctuations in revenues, and operational impacts, they 
face another, longer lasting challenge—fraud. The core algorithms 
driving healthcare fraud detection are based on machine learning that 
identifies patterns related to the underlying code set. That is, they rely 
on programs that are continually refined based on new situations and 
circumstances, which ultimately increases performance and improves 
accuracy (Nilsson 2005). With the introduction of ICD-10’s new 
coding language, those algorithms effectively become a blank slate 
thereby blurring the line between genuine coding mistakes and 
legitimate healthcare fraud.

Defining Healthcare Fraud
The National Healthcare Anti-Fraud Association (NHCAA)—the 
preeminent organization focused on fighting healthcare fraud—
(http://www.nhcaa.org/resources/health-care-anti-fraud-resources/
the-problem-of-health-care-fraud.aspx) defines the most common 
kinds of fraud as:
•	 Billing for services that were never provided
•	 Billing for services that were more expensive than those 

actually provided
•	 Performing unnecessary services
•	 Misrepresenting treatments that were non-covered as 

medically necessary 
•	 Providing false diagnoses
•	 Unbundling procedures so that they appear separate
•	 Overbilling a patient his or her co-pay
•	 Waiving a patient’s co-pay while overbilling the  

insurance company
•	 Accepting kickbacks

(NHCAA 2012)
To report and ultimately prevent healthcare fraud, the NHCAA 
established and continues to build multiple programs. While some 
of these efforts—like anonymous reporting outlets for Medicare 
fraud—are equally applicable in ICD-9 and ICD-10, others 

that are based on machine learning will lose their efficacy in a 
post ICD-10 environment. This is especially alarming given the 
centrality that data aggregation and analysis play in the overall 
approach to fraud detection. In a recently published NHCAA 
whitepaper, the organization highlighted the important role of 
analytics in combating healthcare fraud within a post-reform 
environment. “Clearly, the only way to detect emerging fraud 
patterns and schemes in a timely manner is to aggregate claims 
data as much as practicable and then to apply cutting-edge 
technology to the data to detect emerging fraud trends” (NCHAA 
2010).

The New Language of ICD-10
Detecting healthcare fraud relies on complicated mathematical 
formulas that look for outliers across variables such as average 
dollars paid per patient, average number of visits, average paid per 
medical procedure, and average medical procedure per visit among 
other parameters. With the exception of kickbacks, most of these 
processes are driven by machine learning technologies that use the 
underlying lexical or natural language associated with claims data 
to identify trends and suspicious transactions. For example, if a 
provider averages six office visits per year while others in the area 
average three or a patient travels more than 250 miles for routine 
care, statistical interconnectedness and rule-based logic would flag 
these cases for investigation. 

But with ICD-10, things change significantly. ICD-10 will at 
least temporarily handicap the capabilities of these automated 
detection algorithms by completely changing the coding language. 
In essence, most of the patterns that the machines “learned” over 
time will be wiped away leaving open opportunities for costly 
mistakes. It is estimated that it will take anywhere from 18 to 
24 months for machines to regain the statistical capabilities that 
drive accurate fraud detection. This means that—despite ICD-
10’s overall benefits to reducing fraud in the long run—unethical 
organizations and individuals may be able to hide behind the 
complexity of the code set for two to three years before detection 
systems are fully operational and trustworthy. Conversely, honest 

Payor Challenges
•	 Addressing the increased chance that 

genuine mistakes will be flagged as fraud
•	 Managing the greater likelihood that 

fraudulent behavior will slip through current 
detection algorithms

•	 Addressing operational and financial impacts 
related to an increase in the number of  
fraud investigations
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individuals and organizations may face increased scrutiny and false 
accusations because of the heightened possibility that genuine 
mistakes will be flagged as fraud.
 
The Impact on Payors
For payors, ICD-10 poses a conundrum. On the one hand, 
outliers may simply be genuine mistakes. On the other hand, 
items may be flagged because of outdated or untried ICD-10 
fraud detection algorithms. In either case, the payor wants to avoid 
making incorrect claims of fraud because investigations are costly 
and demanding. So while payors wait for the algorithms to “learn” 
the ICD-10 code set, they may be forced to lower fraud detection 
levels to avoid misinterpretations and artificially inflating fraud 
allegations. But this solution comes with a price. If payors lower 
their sensitivities, actual fraudulent claims may slip through the 
system costing the industry millions.

The Impact on Providers
Because of the increased likelihood that claims will be flagged as 
fraud following the conversion to ICD-10, providers face a real 
threat to their credibility. A provider’s credibility, which acts like a 
risk rating, helps payors determine which providers they will work 
with and influences the decision to put a provider on a pre-pay 
schedule. If genuine coding mistakes or new coding procedures are 
flagged as fraudulent because of incipient detection algorithms, a 
provider’s credibility and their overall standing will lower. Once 
lost, this credibility is hard to gain back. 

Falling Short at The Front Line
The American Medical Association (AMA), whose members have 
launched a campaign against insurance company billing practices, 
blames errors in claims processing for an extra $17 billion in 2011 
administrative costs carried by physicians. According to the group, 
nearly 20 percent of the claims doctors get back from insurance 
companies have mistakes (AMA 2012).

To combat errors, the AMA recommends that insurers increase 
the timeliness of payments, increase the transparency of rules used 
to edit medical claims, and reverse the overall increasing trends in 
denials (AMA 2012). In addition, The Office of inspector General 
(OIG) for the US department of Health and Human Services 
(HHS) created education resources for physicians summarizing 
the five main Federal fraud and abuse laws (U.S. Department of 
Health & Human Services 2012):
•	 False Claims Act
•	 Anti-Kickback Statute
•	 Stark Law
•	 Exclusion Statute
•	 Civil Monetary Penalties Law

This material provides tips on how physicians should comply with 
these laws in their relationships with payers (e.g., the Medicare and 
Medicaid programs), vendors (e.g., drug, biologic, and medical 
device companies), and fellow providers (e.g., hospitals, nursing 
homes, and physician colleagues). 

“With the introduction of 
ICD-10’s new coding language, 

fraud detection algorithms 
effectively become a blank 

slate thereby blurring the line 
between genuine mistakes and 

legitimate fraud.        

”
Provider Challenges
•	 Maintaining credibility as mistakes are 

incorrectly identified and investigated  
as fraud

•	 Responding to an increased number of  
fraud allegations

•	 Driving optimal coding in ICD-10 while 
avoiding allegations of “up-coding”
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But there is a gap. Both the AMA’s recommendations and available 
physician education fall short of addressing ICD-10  
related challenges:

•	 The recommended efforts outlined by the AMA are all 
undermined by ICD-10. Payors will take longer to process 
ICD-10 claims as they learn to adapt to new processes based 
on the increased specificity within the code set and work to 
ensure accurate fraud identification. Medical claim edits and 
rules will undergo a period of adjustment and fluctuation as 
algorithms and systems adapt. And denials will increase as 
providers and payors adjust to new coding requirements

•	 Existing education materials do not describe how laws 
will discern genuine versus intentional fraud after October 
2014 leaving a large grey area open to interpretation. This 
undefined space will ultimately translate into increased 
administrative costs and burdens for providers and payors

Separating the Sheep from the Wolves
While the industry waits for existing fraud control processes to 
catch up with ICD-10, payors and providers need a solution that 
will augment existing algorithms to drive accurate and timely 
fraud detection. Newer technology is emerging that leverages  
big-data-based predictive analytics has the potential to address 
this transition period by providing faster machine learning as 
well as highly sensitive and specific fraud detection. These new 
advancements lay the foundation for different kinds of algorithms 
that rely less on the code information within claims data. 
Decreasing dependence on a code-set for fraud detection could 
open doors for more sophisticated algorithms that combine 
leading approaches to unstructured text analysis with innovations 
in capturing, analyzing, and managing disparate data. This kind 
of innovation is made possible, in part, by ICD-10’s greater 
specificity and larger code set. As providers are forced to define 
procedures and diagnosis at a more granular level, there is more 
data available. That data will drive greater visibility into patterns of 
behavior and better insights to more precisely identify fraud within 
a shorter timeframe. 
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“New technology is 
emerging that leverages big 

data concepts and predictive 
analytics to address gaps 

created by the lag in 
machine learning ”
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